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Abstract

In a pay-TV system a subscriber uses a de-
coder to decrypt the broadcasted signal. Each
decoder contains a unique set of decryption
keys that can be used to identify the owner,
and allows him /her to decrypt the data aimed
at him/her. Traitor tracing schemes ensure
that if up to ¢ colluders construct a pirate de-
coder to access the data illegally, one of them
can be identified. Sequential tracing schemes
provide protection against colluders who re-
broadcast the decrypted content to make it
available for un-authorised users. A sequen-
tial tracing scheme ensures that all the collud-
ers are identified and disconnected from the
system.

In this paper we review the model of sequen-
tial tracing and propose a new construction.

1 Introduction

Protecting digital content against illegal copy-
ing and redistribution is one of the key prob-
lems facing the owners and distributors of dig-
ital content. Access control methods such as
encryption schemes ensure that a digital ob-
ject is only accessible to the person who owns

the key information and so has paid the re-
quired fees. However when the content is de-
crypted, a malicious buyer can make illegal
copies of the object and re-distribute it.

Traitor tracing schemes provide protection
against illegal copying and redistribution of
the digital data. A good example of appli-
cation of traitor tracing is pay-TV systems.
The TV station encrypts the content and
broadcasts it to all the users. Each user has
a decoder box with a set of keys that al-
lows him/her to decrypt the content. How-
ever, some subscribers might collude to pro-
duce a pirate decoder by taking part of their
keys. A traitor tracing scheme allows the
broadcaster to identify at least one colluder
by testing the keys inside a pirate decoder.
Traitor tracing schemes were first introduced
by Chor et al [4], and studied by various au-
thors [10, 13, 14, 9, 3, 5, 12, 16].

Dynamic traitor tracing was introduced by
Fiat et al [7]. This time traitors’ aim is
to bypass the security of the system by re-
broadcasting the content after it is decoded.
That is the colluders use their decoders to
decrypt the content and then once it is in
plain-text form, re-broadcast the plain-text
to another group of users. To trace traitors
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in this case, the content is broken into seg-
ments and for each segment different ’versions’
is constructed. Users are divided into groups
and each group receives a particular version.
In this way a re-broadcasted message can be
linked to the subgroup who had received that
particular version. The two main characteris-
tics of the new setting are () the plaintext con-
tent is marked and, (i7) there is a feedback from
the channel which allows the traitor to become
localised. An important feature of this system
is that it allows all traitors to be traced. Ef-
ficient dynamic traitor tracing schemes have
been proposed in [1, 2, 8].

Safavi-Naini and Wang [11] showed an at-
tack on dynamic traitor tracing schemes and
proposed a sequential traitor tracing that is
secure against the attack. They gave a con-
struction using an error-correcting code with
minimum Hamming distance satisfying a par-
ticular lower bound. In this paper we con-
struct an error-correcting code with this prop-
erty that can be used as a sequential traitor
tracing scheme.

The paper is organised as follows. In section
2 we review sequential traitor tracing schemes.
Section 3 gives our construction. Section 4
concludes the paper.

2 Model and Definitions

We assume the protected content is divided
into L segments, and there is a watermark-
ing code W = {1,---,q}, that is used to mark
segments and produce ¢ versions of each seg-
ment. Let U = {uj,us,---,u,} denote the
set of users. User u; receives a sequence of
marks in W, denoted by wu;, that the content
provider allocates to him according to a mark
allocation table M. The table has N rows and
L columns and M (i, j) is the mark allocated
to user i in segment j. There is a feedback
sequence F' = () which is initialised to the

empty sequence. In segment j, the content
provider sends the ¢* version to all users for
whom M (i, j) is £ and observes the feedback.
The feedback signal f; € W is appended to
F;_1 to construct F; = (fi,---, f;) which is
used to identify traitors. A feedback sequence
F is called c-consistent if it can be generated
by a colluder set of size at most ¢. Traitors are
traced one by one, by examining the sequence
of feedback signal and after d segments it is
possible to trace all the traitors: that is the
tracing algorithm converges. We assume that
when a traitor is found, he is disconnected.

Definition 2.1 A sequential
(¢, d)q-traceability scheme consists of a mark
allocation table M and a tracing algorithm A,

1. M is an N x L matriz with entries from

W;
2. A is a function
A:wr — 2V

with the property that for any c-consistent
feedback sequence F', there exists a se-
quence of integers 0 < d; < dy < --- <
dr = d < ¥ such that

N_ Ty #£0, forj=di,da,---,dy
A(Fy) = { -, otherwise

and Ule Ta; = C, provided that C' has
produced F' and |C| < c.

It is shown [11] that a sequential (c,d),-
traceability scheme can be constructed via a
g-ary error-correcting codes. We denote by
(L, N, D),-ECC an error-correcting code over
a g-ary alphabet with length L, minimum
Hamming distance D having N codewords. A
g-ary linear error-correcting code of dimension
k is denoted by [L, k, D],.
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Theorem 2.1 Suppose there 18 an
(L,N,D),-ECC, T. If
1 1
D>(1-—=)L+- 1
> (1= )L+, 1)

then T is a sequential (c,d)q-traceability
scheme in which d = ¢(L — D + 1).

From (1), in the case of equality we have

. L—1+\/1+4L(L—D)J

2(L — D)

Example of ECC that satisfy (1) are Reed-
Solomon codes (RS-codes) or algebraic geom-
etry codes (AG-codes). A RS-code is a linear
g-ary code of length . = ¢—1, minimum Ham-
ming distance D = L — k + 1, and dimension
k, having N = ¢* codewords. It is well-known
that [L, k, D], RS-codes exist. An AG-code
[L,k,L+1—Fk— g], is a linear code of length
L, dimension k£ and minimum Hamming dis-
tance D = L+1—k —g. It is known [15] that
an AG-code [L, k, L+ 11—k — g], exists if there
exists an algebraic curve of genus g over GF(q)
having n rational points. In the next section
we construct an ECC-code that satisfies (1).

3 A New Construction

Let F,, Fjx be fields of ¢ and ¢* elements, re-
spectively. The trace function Trgx), : Fpr —
F, of F over Fy is given by,

k—1

Tqulq(:E) :;1:+_q;q+_q;q2 + -4z

When it is clear from the context we will
use T'r(x) instead of Tk, (z). The following
proposition can be found in [6].

Proposition 3.1 For any a € F,

[{z € Fp : Tr(z) = a}| = ¢* .
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Let k, s be positive integers such that

k=2ts<¢"?+1,3r s.t. r|t, ¢" = —1(mod s)
(2)
Note that when integers k and s are such that
(2) is satisfied, then s is a divisor of ¢" + 1 for
some divisor r of ¢, and so is a divisor of gt +1.
Hence s is a divisor of ¢* —1 = (¢ +1)(¢' = 1).
Let z1,23,---, 2, be distinct elements of
F,.. Consider the following vector

(Tr(azf +8), Tr(azi + 8), - -, Tr(azzk + ,8))
(3)
in which a € Fq*k, B € Fy, and k and s satisfy

the conditions in (2). For simplicity, we denote
by («, 3, s) the vector (3). Denote by

2(a, B,8) = {z € Fpp : Tr(ax® + B) = 0}].
Wolfmann showed the following theorem.

Theorem 3.1 ([17, 18]) Let k and s be in-
tegers satisfying (2) and n be such that ns =
q*—1. Then z(a, B, s) is given by the following
formulae

1. If ™ = o1 and Tr(B) = 0, then
Z(Q,B,S) = qkil - U(S - 1)(q - l)qk/271;

2. If «® = o1 and Tr(B8) # 0, then
2(a,B,8) = ¢* 1 +o(s —1)g"*

3. If a™ # o1 and Tr(B) = 0, then
2(a,B,8) = ¢* 1 +o(g—1)g"*

4. If a™ # o1 and Tr(B) # 0, then
2(a,B,8) = ¢" 1 —ag"* Y

t/r

where 0 = (—1)Y" and o1 = o with us =

q"+1.

Using Theorem 3.1 we have the following
lemma about vectors of the form (3).

Lemma 3.1 For any given integer s satisfy-
ing (2) and ai,as € Fq*k, if an # as, then

(alaﬁlas) ;é (042,,82,8) fO'I" all 615182 € Fqk'
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Proof: Because of the following property of
trace functions, Tr(z + y) = Tr(z) + Tr(y),
we have

(a1, B1,5) = (a2, B2, 5)
ifft Tr(aiz®+p1) =Tr(azz® + B2) =0
for all x € Fi
iff Tr((a; —a2)z®+ (1 — P2)) =0
for all z € Fi

The last equality leads to a contradiction when
a1 —as # 0. This is because according to
Theorem 3.1 we have

|{:17 S Fqk : Tr((al - 02)373 + (ﬂl - ﬂ?)) = 0}|

which is < ¢F.
O

The following lemma can be easily proved.

Lemma 3.2 For an integer s satisfying (2),
a € Fq*k, and B1,B2 € Fyu, two wvectors
(a, B1,8) and (a,B=2,s) are the same if and
only if Tr(81) = Tr(B2)-

Now let s be an integer that satisfies (2).
Define T to be a g-ary code consisting of vec-
tors (a, 8, s) of the form (3) such that for each
a€ Fr, (a, B1,8), (a, B2, s) € T if and only if

Tr(B1) # Tr(B2). Since
{Tr(B): B € Fp}l =g,

for each «, there are g codewords (a, f;, s) in
I and hence |T| = ¢(¢* —1). The length of the
codewords is L = ¢*. The distance D(vy,vs)
between two codewords v; = (a1, f1,s) and
V2 = (042,,82,8) is
D(Ul,’UQ)

= {z € Py : Tr((a1—az)a*+ (81— Ba)) # 0}
:}|qk_|{$ € Fyo : Tr((ax—az)z"+(f1—PB2)) =
0

7" — ("' —o(s —1)(g— 1)g"*7)
if ™ =01, Tr(f) =0
¢" = (¢ +o(s — g
ifa™ =01, Tr(B) #0
¢* = (" +o(g—1)g* )
it a™ # 01, Tr(f) =0
¢" = (¢F=' — ogh/?71)
L if a™ #£ 01, Tr(8) #0

k—1

(¢F ="+ o(s—1)(g—1)gH/*?
ifa™ =0y, Tr(f) =0

qk _ qk—l _ O'(S _ l)qk/Q—l
_ it a™ =01, Tr(B) #0
qk _ qk—l _ 0(q _ l)qk/2—1

if a™ #01,Tr(f) =0
¢ — ¢t 4 ogh/21
\ if " £ 01, Tr(B) # 0
where a = a1 — aa, 8 = 1 — B2, 0,01 are the

same as those in theorem 3.1. So the minimum
distance D of the code satisfies

D>¢ —¢" ' = (s—1)(g-1)¢"* (4
Let
P s V144 (g + (s —1)(q — ),
2¢t gt + (s = 1)(¢ — 1)) '
(5)
Because

14+ 1+4¢° (¢ + (s —1)(¢ - 1))
2¢""(¢' + (s —1)(¢ — 1))

is the positive zero of the quadratic equation

(@ '+ (s—Dg-1g" )2’ +z-¢" =0

we have
(q2t71 + (S _ 1)((]_ 1)qt71) 02 +ec— q2t S 0
and so

c2 (th _ q2t—1 _ (S _ 1)((] _ l)qt—l)
> (02 — 1) Pt +e
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That is 1 1
D>(1—- =)L+ -.
> (1- )L+
We summarize the above discussion in the fol-
lowing theorem.

Theorem 3.2 For any prime power q > 2
and even k, there exists an (L,N,D),-ECC
in which

1. L=q¢*, N=q(¢* - 1), and
2. D satisfies (1) with ¢ given in (5).

4 Trade-off and Conclud-
ing Remarks

For fixed ¢, the code obtained from the above
Theorem has more codewords compared to
the RS-code and AG-codes. This means that
with the same number of marks, more users
can be accomodated and hence the system is
more efficient. However, the codewords are
longer than RS-codes and AG-codes and it
takes longer to detect all the colluders.
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